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Futurize OT Cybersecurity of A Heavy
Engineering Plant Quickly & Cost-Effectively

Cybersecurity Assessment & Implementation at Heavy Engineering
Plant, Hazira

Author: Pareekh Jain, CEO ElIRTrend

Client Realized OT Cybersecurity is Necessary for Competitive
Advantage

The client, a $6.5B+ heavy engineering conglomerate, operates a 750-acre manufacturing facility at Hazira,
India featuring a 1.6 km waterfront and a highway. Hazira facility is equipped to manufacture extra-large
and very heavy equipment for power projects, chemical, refinery, petrochemical & fertilizer industries,
which can be shipped out via waterways. The Modular Fabrication Facility (MFF) at Hazira, one of the
largest of its kind in South Asia, is capable of manufacturing several large modules simultaneously with an

annual fabrication capacity of 50,000 MT.

As part of their digital transformation initiative, they aim to connect all machines and prioritize OT
cybersecurity to ensure efficient, secure production and differentiate themselves in the market. Their
digitalization strategy focuses on real-time data collection and processing from machines for improved

analysis and optimization.

However, vulnerabilities in their legacy OT network present security risks, particularly as they adopt digital
factory concepts. Cybersecurity, machine connectivity, and data transfer are key priorities. Client
Leadership emphasizes delivering high-quality products manufactured in a secure environment, leveraging

this focus on security as a competitive advantage.

To address this, the client seeks an end-to-end cybersecurity solution that meets both IT and OT

requirements while being adaptable to future technologies.
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OT Cybersecurity Hazira Case Study

LTTS Was Selected As A Specialized Industrial OT Cybersecurity Partner

LTTS was selected for its OT cybersecurity expertise, particularly in manufacturing, its vendor ecosystem,
and product engineering capabilities. Its subject matter expertise, domain experience, and strong OEM

partnerships aligned with the client's needs.

Among various management consulting, IT service, and engineering firms, LTTS stood out through a

rigorous and independent evaluation process.

The knowledge of the plant ecosystem enabled LTTS to propose tailored solutions that met the client's
requirements. LTTS provided a detailed walkthrough of these solutions, designed for different volumes and

partners, and the final decision was based on the client’s specific criteria.

Comprehensive Six Step Industrial OT Cybersecurity Engagement
Methodology Was Used By LTTS

LTTS first assessed the "As-Is" state and made recommendations for the "To-Be" state. The client and LTTS
jointly finalized these recommendations, after which the project moved into the execution phase. LTTS
then designed the solution based on the finalized recommendations, implemented it, and successfully

brought it live.

Exhibit 1: Six Step Industrial OT Cybersecurity Methodology

RECOMMEND DESIGN GO-LIVE
ASSESS FINALISE IMPLEMENT

Source: LTTS
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Assess As Is State:

5'0\ LTTS began by assessing the "As-Is" state, gaining a clear understanding of the operational

- technologies, systems, assets, and networks supporting the client's infrastructure. It conducted a
thorough evaluation of their plant, providing a comprehensive overview of how these assets are
currently connected across various processes and machines, identifying inherent vulnerabilities in
their operations.

LTTS also analyzed the current connectivity of machines, the volume and nature of data being
transferred, and potential communication pitfalls or challenges that could arise during their planned
digitalization efforts.

Recommend To Be State:

- @ LTTS recommended cybersecurity solutions and preventive measures for both the network and
process control systems. LTTS team performed a thorough vulnerability assessment, understood the
client’s challenges, and proposed various options for the "To-Be" state. It highlighted that security
should be an overlay on top of connectivity, offering the client multiple connectivity options, including
WiFi 6, Private 5G, and traditional three-tier core switching architectures. For each option, it provided
a detailed analysis of the pros and cons.

Additionally, LTTS emphasized OT and asset visibility, traffic communication protocols, and how these
changes align with the client’s evolving data collection needs. It also referred to various cybersecurity
standards to ensure best practices. The client wanted to reduce capital expenditures without relying
on multiple sensors, which influenced LTTS recommendations.

Finalize:
|| [5 LTTS evaluated various products and assessed the feasibility of the solution implementation. The
client had different perspectives on emerging technologies, such as SD-WAN, Private 5G, and

LoRaWAN, all of which were considered from a connectivity standpoint.

In consultation with the client, LTTS finalized the solution and security requirements. The client
ultimately chose a three-tier architecture. LTTS recommended implementing a PaloAlto Network IOT
Security, offering a 360-degree threat view with asset visibility, network analysis, advanced detection
and response capabilities for both OT and IT assets across the organization.

LTTS chose this solution for its ability to quickly discover and assess devices, providing comprehensive
visibility across OT and IT assets using ML and crowdsourced telemetry. It enables easy segmentation,
least privilege access, protection from known and unknown threats, and supports Zero Trust Security
with contextual segmentation, continuous trust verification, security inspection, and 5G security.
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Design:

LTTS designed the solution, finalized the deployment architecture, and created the solution design

i

document. The design's key features include Zero Trust Security, future-proofing, asset visibility,

vulnerability identification, network traffic analysis, and remediation capabilities.

Implement:
@ LTTS installed the solution, including all prerequisite components and configurations. While it was a
{é} commercial off-the-shelf (COTS) solution, it required fine-tuning to meet the client’s specific needs.
LTTS implemented the solution, validated the system and assets, mapped the criticality, and adjusted

detection rules based on the client’s environment for optimal threat detection.

Go Live:
[ giﬁ The solution successfully went live after acceptance testing and sign-off. LTTS completed the
knowledge transfer process and provided detailed handover documentation.

Complex Engagement Challenges Were Effectively Addressed By LTTS

Challenges of Retrofitting OT Cybersecurity in an Old Brownfield Plant

The plant is over 30 years old, with many aging machines. Retrofitting such an old plant with cutting-edge
technology is difficult. Many machines operate as standalone units with limited or no connectivity, posing a

challenge in bringing them into a connected, secure environment.

The plant has a mix of CNC machines and other equipment with minimal data connectivity. These legacy
systems lack real-time data transmission capabilities, complicating the process of integrating them into
modern, secure networks. Additionally, the plant employs multiple loT devices for real-time data collection,
which adds to the complexity. The challenge is further compounded by the scale of the project, covering
three plant locations, 43 shop areas, 372 machines, 1,900 assets, and 150 loT stations, creating a highly

heterogeneous environment.
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Solution:

LTTS adopted a layered approach to avoid overwhelming the system from day one. The initial focus was on
protecting the boundaries where most communication occurs with the enterprise network, ensuring

visibility and control over data entering and leaving the plant.

LTTS’s deep knowledge of machines, the types of data they collect, and the security considerations needed
by the client helped mitigate the challenges of this heterogeneous environment. This expertise allowed

LTTS to design a solution that effectively addressed the unique security needs of the plant.

Challenge of Future-Proofing with 5G Enablement Without Heavy CapEx

The client faced uncertainty regarding their preferred technology requirements, especially when

considering future advancements like 5G, while wanting to avoid heavy capital expenditures.

Solution:

LTTS designed the solution with future architecture in mind, offering multiple options to the client. While
the future is uncertain, LTTS incorporated current technologies that support future needs, such as 5G-

enabled firewalls, eliminating the need for additional investments in firewall infrastructure later on.

The solution aligns with the client’s future requirements, considering the eventual need to refresh their L1
and LO devices. As these devices are upgraded with superior controllers over time, they will seamlessly fit

into the existing ecosystem. The implemented architecture is robust and future-ready.

Client Achieved Industrial OT Cybersecurity Outcomes

Fast & Cost-Effective Solution

LTTS delivered maximum return on investment (ROI) and optimized protection while saving capital
expenditure (CapEx). The solution reduced total cost of ownership by saving 15 times the usual deployment
time through sensor-less technology and 20 times the effort with automated policy creation. Quick and
efficient implementation of Zero Trust OT Security eliminated the need for additional sensors and separate

software subscriptions.
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Visibility
The solution provided full, secure visibility into the OT environment, offering complete oversight of assets,

data flows, and the ability to centrally monitor OT network traffic.

OT Security and Zero Trust Access

OT perimeters and devices were secured through granular segmentation and Zero Trust access protocols.
The deployment was streamlined to accommodate various stages of digital transformation, from partially

air-gapped systems to fully modern, 5G-enabled equipment.

Advice for Industrial Enterprises on Their OT Cybersecurity Journey

e Begin your OT cybersecurity efforts early in your digitalization process. OT cybersecurity should not
be an afterthought but an integral part of both planning and implementation.

e Carefully select partners with expertise in OT cybersecurity, product engineering, and a deep
understanding of the manufacturing ecosystem.

e Focus on comprehensive planning, keeping future needs in mind. Consider different technology
options to ensure the solution is scalable and adaptable.

e Remember, the most expensive solution is not always the best. Explore alternative approaches to
find cost-effective, efficient solutions.

LTTS Capabilities and Value Creation in OT Cybersecurity

With more than two decades of experience providing industrial automation and cybersecurity solutions,
LTTS offers a wide range of OT Security services to help clients secure their operational technology (OT)

environments.

LTTS offers a full range of industrial/OT cybersecurity assessment services, including consulting and
advisory services, asset identification, profiling, and inventory, development of security roadmaps,
assessment and mitigation reporting, network architecture review, and vulnerability identification and
managed OT SOC.

LTTS leverages its deep domain and engineering knowledge, strong partnerships, and experience in
deployment of new technologies to deliver solutions that meet the specific needs and challenges of
different applications, from the heavy process industries to discrete manufacturing and critical

infrastructure.
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As a leading engineering firm for the process industries and other sectors, LTTS brings a wealth of
engineering, process, and application knowledge to the world of OT security services.

In this engagement, LTTS's strong project management, in-depth solution knowledge, and R&D through a
next-gen lab ensured timely project completion and client satisfaction. By leveraging domain expertise, OT
cybersecurity knowledge, and assessment templates, LTTS efficiently delivered cost-effective, tailored
solutions.

© 2024, ElIR Trend | www.eiirtrend.com 7



	Client Realized OT Cybersecurity is Necessary for Competitive Advantage
	LTTS Was Selected As A Specialized Industrial OT Cybersecurity Partner
	Comprehensive Six Step Industrial OT Cybersecurity Engagement Methodology Was Used By LTTS
	Assess As Is State:
	Recommend To Be State:
	Finalize:
	Design:
	Implement:
	Go Live:

	Complex Engagement Challenges Were Effectively Addressed By LTTS
	Challenges of Retrofitting OT Cybersecurity in an Old Brownfield Plant
	Solution:
	Challenge of Future-Proofing with 5G Enablement Without Heavy CapEx

	Solution:

	Client Achieved Industrial OT Cybersecurity Outcomes
	Fast & Cost-Effective Solution
	Visibility
	OT Security and Zero Trust Access

	Advice for Industrial Enterprises on Their OT Cybersecurity Journey
	LTTS Capabilities and Value Creation in OT Cybersecurity


<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /sRGB

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



